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Abstract. The article considers the theoretical damage function for an information telecommunication system
attacked with the help of the Email-flooder malware. Besides, it discusses the dynamics of damage at different
stages of attack depending on the actions of attacking subject and attacked object. The authors suggest ways to
regulate damage by changing object’s parameters. These ways are based on the obtained analytic expression.
Moreover, the authors suggest using management efficiency indicator based on integral damage estimation.
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Introduction

Today, the risk analysis of an information
telecommunication system is impossible without
damage estimation [1-4] which describes negative
effects of the destructive impact of attack.

In this connection, we will consider flood
attacks [1, 3, 5] not intended to exhaust the resources
of the system attacked and thereby to make it
unavailable. The peculiarity of mailbox attack is that
user has access to his mailbox but he cannot operate
in normal mode due to the huge number of incoming
messages [3, 6, 7]. User will have to look through,
respond and delete undesirable messages [3, 5, 8].
So, the damage will depend on the number of
incoming messages.

Main part

It is possible to mark out the stages of
mailbox flood attack with the Email-flooder malware
[1,3,5,9,10]:

1) the attack has began but did not reach
success;

2) the attack has succeed,;

a) the attack is going on;

6) the attack is complete;

3) the attacked user detected the attack and
began to use protection;

4) the elimination of the attack and its
aftermaths.

Now let us consider how damage changes
depending on the stage of attack and the behavior of
attacked user. In common situation, useful messages
with intensity [Jambda],, and undesirable messages

with intensity [jambda], Will be received by the

mailbox. Thus total intensity of incoming messages
will be equal to ([lambda], + [lambda],,)- The user
will operate with intensity [lambda],-
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Suppose user receives m@ messages if

attack succeeds at time point ED' The intensity of
message accumulation will be determined by
expression (1) because user processes messages,
incoming with intensity ([lambda], + [lambda],)-

with constant intensity [lambda],;:
A —(A,+4,—4)
(1)

Let X(t) designate the function of message
income (the number of incoming messages) and Y/(t)
designates the function of message processing (the
number of processed messages). Figure 1 illustrates
their time dependence. Hence the number of

messages m@ with a glance to (1) can be expressed
this way (2):
My — (Ag + Ay — Aty
2)

Other kinds of flood attacks [11-15] are
usually based on numerous and as rule meaningless
or incorrect requests to a certain computer system or
network equipment. However in case of the attack
under study, the damage caused by its elimination
will not diminish by itself [3, 8, 10]. The amount of
damage will be fixed at the value that was at the
moment when the attack ended or was detected.
Since the mailbox receives 33 messages, the victim

will have to spend its resources to eliminate the
aftermaths [5, §].
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Figure 1. The graph of incoming and processed
messages

After the attack succeeds it can end. Then
only useful messages will income to the mailbox. The
aftermaths of the attack will be eliminated at the time
point £, and the system will return to the processing

of only useful messages. In this case user may not
notice the attack and will not start applying
protection. Figure 2 illustrates this occasion.
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Figure 2. The case when the attack ends after the
success

If the attack continues after the success, the
damage will increase until user begins to apply
protective measures. User should detect attack to start
applying protection. The start needs some time
during which the damage function will not change.

Let user detects the attack at time point L,, and

protection starts at time point Ea' Figure 3 illustrates

this.

In order to fight with this flood attack, user
can enable spare capacity. Thus the intensity of
processing the incoming messages will increase. We
will designate it as [lambda],- The damage caused

by the attack will be eliminated at time point £,. The

intensity [lambda)],, should be maintained until the

attack ends. Figure 4 illustrates this.
The increase of processing intensity is not an
efficient way to fight with this flood attack because
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one should maintain the fixed intensity until the end
of the attack. The attack can go on for a long time.
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Figure 3. The case when the attack continues after
the success
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Figure 4. The case when processing intensity is
increased to fight with the attack

Moreover, user can block the undesirable
sources of information. Such blocking is performed

by a certain criterion. For example, if 71,, messages

from one source are recognized as undesirable, this
source will be blocked and all its messages will be
deleted. Blocking is performed with intensity
[lambda],

For blocking, it is necessary to analyze ¥,

messages. So we can determine the blocking intensity
by the following expression (3):

)

Suppose the intensity of all sources is the
same and equal to ‘j'”i’ then }'”a = E ﬂi. After the
source is blocked, the number of messages goes
down by .;‘LE-E because all messages of this source are

deleted. Then the processing of undesirable messages
will be performed by the following function (4):

Aidy

Wi =d i) = My 2k tt—2A,(t—t,).
y iy

(4)
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Besides, after the source is blocked, the
attack intensity will go down by Ai. Then the attack
intensity will change by the following function (5):

A=21, — AL

&)

Then messages will income by the following
function (6):

X() = (A4, )=, — At + A,
—A A%+ (A, + A=

Ay g 42
B+ (R + AT
(6)

At time point £, all the sources will be
blocked. The intensity of income will be equal to
[lambda].,, All  the will  be
processed/deleted, and the processing intensity will
return to normal mode — [lambdal], . Figure 5

messages

illustrates this situation.

Figure 5. Blocking the sources of attack

Among the variants studied above, the most
general and interesting is the last one when the attack
continues after the success and user fights with it by
both increasing the intensity at the expense of spare
capacity and blocking attack sources on the basis of a
certain criterion. Let us determine the damage
function on grounds of the above analysis. The
damage depends on the number of incoming

messages. That is why he will be equal to T, at
time point L. Now we will determine the damage
function (7):

u(t= Myt At — o).

(7
Substituting (1) and (2) into (7), we get (8):
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u)= (A, + 4, — A) Lo+

(Ag + Ay — A5)(E — o) (8)
Simplifying expression (8), we get (9):
wo= (A, + A, — At
9

This function will be true until time point £
(the start of protection). The number of messages

received by time point £ is equal to (10):
ut,)= (Ag+ Ay, — A,)8
(10)

Messages will income according to
expression (6), and be processed according to (4).

On the basis of (4), (6) and (10), we will
write down damage function (11):

wt )= (Ag + A, — A TAXEE)-Y().

(11)
Now we simplify expression (11) and (12):

A, Aid, A4,
wt )= —zft% (3 =t o+ A+ A, —).O)t—ﬁtf.

) (12)

Hence we write down damage function (13):
(2 T =M =TS

ull) = A, Aid,, i g Aid,
© [—?.#r_z+(3#x,+a._,+a.u—2.a)r_—#r_,2,r_ il

(13)
Figure 6 illustrates the graph of function
(13):

u(t)
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Figure 6. The dynamics of damage caused by a
flood attack in the periods of attack and during
the elimination of its aftermaths

The obtained expression of damage (13) can
be normalized by the maximum value of damage.

Damage takes its maximum value in time point £ .

Now we will find the value of E_“ by finding the
derivative of (13) and set it equal to 0:
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(14)
Then we substitute (14) in (12) and obtain
the maximum damage (15):

Aply i
(3 o t3+ﬂa+ﬂn) Aiﬂy

u(t:u:} = A - Z ti'z - }'”ats'

>

Tn
(15)
The normalized damage will simplify to
(16):

8AjAyry (Agtd,—A, 1

2 Az V0 3
- (BZEZJ. tatny (ﬂﬂ +A, —ZO)J -8 (ﬂiﬂytsjz

u(t) = (=222 6%+ (30,4, + (1, +2,~ A, )m )t~ 1A, £7)

814, = : >t
T (Bt Ot a,-4,)) —elAae)”

L8 "aF

(16)

Expression (16) makes it possible to
estimate the damage of an Email-flooder attack at an
arbitrary point of time.

Let us consider the ways of damage control.
In order to reduce the damage, one should influence
system parameters the following way [3, 4, 8]:

- to implement the protective measure;

- to change the settings of protection;

- to increase the productivity.

Let us consider how the damage curve will
change if these methods of minimization are applied.

If the protective measures are implemented,
the attack will be detected earlier and the

counteraction will start earlier. So, parameter £ will
be reduced. Figure 7 shows the curves of risk when

parameter £, changes by At ..

u(t.ty)

u(t, t;= Aty) _ }

u(t, ty+ Atg) e

Figure 7. The graphs of damage function if parameter
t. changes by AL,

If we change the criterion by which the
source is recognized undesirable, we will be able to
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diminish the time period of undesirable source
detection. Figure 8 shows the graphs of damage

function in case when parameter ¥1,, changes by

An,, .

u(t.ng)
u(t, ng —Ang)
utng+ang) P

t

Figure 8. The graphs of damage function if
parameter }1, changes by ﬁﬂn

In addition to protective measures and
changing their setting, we can increase the intensity
of undesirable message detection [lambda], by

value ﬂ[lambda]}_ at the expense of spare capacity.

Figure 9 shows the graphs of risk function if
parameter [lambdal, changes by A[lambda],.

u(t Ay) —
wed-ak)
u(t. A+ A%)

e [

Figure 9. The graphs of damage function if
parameter [lambda]y changes by value

Allambda],

In order to assess the results and choose the
way of loss minimization, we will use the integral
damage because this parameter is the expected
damage and has the sense of designated average
damage value caused for the system at the time
interval studied. The integral estimation of damage
can be found from expression (17):
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HE =
84, M, (fjﬂuz—.i‘}:,* .
(32545, +1y (Ag+dy—Ag ) —(2A4,1,) z

(17)
r‘! }]

(:%t,m,m, z,:}
2

Ay
A,

. . . fAidy, .
AT e a8 ()

where [, is the moment when the attack

ends.

The following parameters can be used as the
criteria of damage control quality:

- the efficiency of damage control (18):

E _ Upd¥ “UYadF
md T Cond ’
m
(18)
where Upgv  is the integral damage

before control measures;

Uyaw is the integral damage after
control measures;
Cmd is the total cost of damage control

measures COBOKYITHasi CTOUMOCTb;
- the economic efficiency of damage control

(19):

Pmd
E,= C—J (19)

md

where P, ; is the expected profit of

damage control;

C

s 18 the total cost of damage control
measures.

These criteria allow us both to take into
account both the results of control — risk level — and
to choose the most efficient control method from the

point of view of expenditure.

Conclusion

So, we obtained expression (16) which
makes it possible to estimate the extent of damage at
an arbitrary time point if we know the intensity of

flood attack [lambda], , the
undesirable message processing [lambda],, the

intensity of

intensity  of  undesirable message deletion
[lambda], and the detection time of flood attack

EP' Besides, we obtained expression (17) which
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makes it possible to estimate the integral damage. Its
value can be used for the assessment of damage
control (18, 19).

Findings

The obtained results can be used for further
assessment and regulation of risk for information
telecommunication system in case of Email-flooder
attack.
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